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Block Ciphers

K
K bits

CITT[TTT]

T
9]

n bits n bits

l

VK € {0,1}%, Ex : {0,1}" — {0,1}" is a permutation.
» The most famous one: AES. [Daemen & Rijmen 1997]

Modes of operation

Split messages in chunks of n bits and combine for a secure encryption.
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The AES [Daemen & Rijmen, 1997]
folXa )% P2 YolJa|¥s P2 rk: 16-byte round ke
AddKe X1 [ %5 | X9 Y13 y1|¥s5|Ye V13 ' Y y
y X2 | X6 X10[X14 Y2 | Y6 P10)14 X
X3 | X7 x11fX15 Y3 |7 P11Ps Yi ! !
» Selected by the NIST. [FIPS 197] Xo [ Xa | Xg [¥12 Yo|va|ys |12 S: {0,118 - {0,1}®
> States of 4x4 bytes. SubBytes  |J e[ 71])5 | Yo i3
» Key schedule not studied here. 2% Frophs Yoo Yiopra yi < S(x)
X3 | X7 X11fX15 y3|y7 p11pis
» AES-128: 10 rounds.
» Security studied with cryptanalysis.
ShiftRows Row; «+— Row; < i
M: 4x4 matrix (MDS)
MixColumns

Col; + M x Col;
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Differential cryptanalysis

Conclusion
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[Biham, ECS’91]
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Differential cryptanalysis [Biham, ECS’91]
rk® k! k1 k"
p—b—{T—b S—{T——c
Ao 0 Aq Aq Ary |Arq A Ay
rk9 k! k1 k"
AN A At ks :
P V% % N Lf ] V% C

<B]

[
\lg
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Differential cryptanalysis

k0 k!

[Biham, ECS’91]

rkr—1 rk’
N B N NI N c
L L e

DS
<)
DS

<)

A1 A1 Ar71 Ar71 Ar Ar

X
X
T

&
9_

~]

-

E N L7 C’
\__/
8o £ A PIRRL=Ny

> Pr [E(P)+E(P®4g) = 4] = p~TIp:
P+$
» Distinguisher if p > 27".
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Truncated differential cryptanalysis [Knudsen, FSE’94]

k0 k! rkr—1 k"
b — b T
V% L7 ] % N L7 ] @
€ Dg €Dy |€Dy |€Dy |€Dr4|€Drq| €D,
k0 k! rkr—1 rk"
\__/ \__/
Do 2 D D,y 25 D,

» D; subspaces of IFJ.
» Trail probability p ~ [ p;.
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Truncated differential cryptanalysis [Knudsen, FSE’94]
rk© rk’ rkr1 rk”

d & d—{1—b—c

n
L] bV U [ ~

€ Dy €Dy |€Dy |€Dy |€Dr4|€Drq| €D, € D,
k0 k! rkr—1 rk"
p—&——{—— - —b—A{——o—c
\—/
D0 % D1 Dy 4 Pr%> Dy

Structures (if Dy is a vectorial subspace)
» D; subspaces of IFJ.

> Trail probability p ~ [T p:. » Encrypt an affine space P+ Dy.

» Look for C,C' € E(P©Dy)st. CdC' € D,.
» |Dy| encryptions but |Dy|?/2 pairs.
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Truncated differentials: TLDR

» Thanks to sets of differences:

» Capture multiple differentials — increased probability.
» Structures — reduce complexity.

Notation

p
Din <T> Doyt

> Forward probability p.
» Backward probability p.
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A Truncated differential of the AES
’,Din‘ — 232
SB -~ SR MC ‘.
—
2724
= SB = SR = MC
K H—> > > >
&
AK; o—24
KS
A
SB SR
ko H—> > > | Dout| = 232
AK>
p . - _
Din <2 Dout p=p=22
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The Boomerang Attack [Wagner, FSE’99]

lP T P
E, » Prerequisites for the attack:
> E = E1 o) Eo
p
E _ ® X > Ain E—0> Aout
» Vin Ei> Vout
1
E;

o C e C
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The Boomerang Attack

Ain » Select a random P.
> Select P'st. PO P = A,.
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The Truncated Boomerang Attack
00000000

The Boomerang Attack

» Select a random P.

Conclusion

[e]

> Select P's.t. PO P = Ay,
Ain ELO> Aout > P"[X@Xl = Aout] = p.
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The Boomerang Attack
A.
Pe in op » Select a random P.
> Select P's.t. PO P = Ay,
Ain ELO> Aout > P"[X@ X = Aout] =p.
Eo Eo
A
X e out ® X'
E, E,
Ce L o
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The Boomerang Attack

» Select a random P.
> Select P's.t. PO P = Ay,
Ain ELO> Aout > P"[X@ X = Aout] = p.
» Select (C, C') s.t.
CepC=CdC =Vou.

q
vin —>E vout
1

00000000
Ain
Pe e P
E Eo
Aout
Xe ® X
E, E;
Ce o C
VOUL vOUt o
ce e C
Augustin Bariant, Gaétan Leurent (Inria)

Truncated Boomerang Attacks and Application to AES-based Ciphers Journées C2 2023

8/18



Introduction
00000000

A.
Pe in o P
Ey Eo
X Aout . X
NCRAN
2 _
E, E,
|| ||
Ce e C/
VouL l vout l
C

Augustin Bariant, Gaétan Leurent (Inria)

The Truncated Boc
00000000

The Boomerang Attack

»
»
P >
Ain = Aout
0
| 2

C/

Truncated Boomerang Attacks and Application to AES-based Ciphers

Select a random P.

Select P/ s.t. PO P = Ay,,.

PI’[X@X/ = Aout] = pP.
Select (C, C') sit.
CaC=Ca®C = V.
Pr[X@Y = vin] =q.
Pr[X/ ® X vin] =q.
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The Truncated Boc
00000000

p
Ain = Aout
0

>
>
>
>

Conclusion

The Boomerang Attack

Select a random P.

Select P's.t. P® P = Ay,
PriX® X' = Aout] = p.
Select (C, C') sit.
CepC=CdC =Vou.

» |f this holds, then X @& X’ = Ao
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00000000

Conclusion

The Boomerang Attack

p
Ain = Aout
0

q
vin —>E vout
1

vvyyvyy

vvyyvyy

Select a random P.

Select P's.t. P® P = Ay,
PriX® X' = Aout] = p.
Select (C, C') sit.
CeC=Cd®C =Vou.
Pr[X@Y = vin] =q.
Pr[X/ e X = vin] =q.

If this holds, then X & X" = Agu.

Pr{P® P = Aj] = p.
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Pe Ain o P
| — Ain | .
Pe ® p/
B&| | E| |
EO Eo
Xe o X’
Xe X
E; E;
| | |F
Ce e C/
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The Truncated Boomerar

The Boomerang Attack

» Select a random P.
> Select P's.t. PO P = Ay,

Ain ELO> Aout > PV[X@Xl = Aout] = p.
» Select (C, C') s.t.

CepC=CdC =Vou.

> Pr[X@Y = Vin] =q.
> Pr[X/ e X = Vin] = q.
» If this holds, then X & X’ = Agu.
> Pr[TDEBﬁ = Ain] =p.

q
vin —>E vout
1

19 Attack

Conclusion

Total boomerang probability: p°g?.

p?q? > 2~" — Distinguisher
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Our results

Analysis of boomerangs with truncated differentials. [Wagner, FSE’99]

Application: improved boomerang attack on 6-round AES.

Best attacks on several AES-based tweakable block ciphers:

> TNT-AES. [Bao, Guo, Guo & Song, EC’'20]
» Kiasu-BC. [Jean, Nikoli¢ & Peyrin, AC’'14]
» Deoxys-BC. [Jean, Nikoli¢ & Peyrin, AC’'14]
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The Truncated Boomerang Framework [This work]
€ D), > Pi 9
Pe o p ick a Py and encrypt a structure Pyco D).
o
2 5 Diut
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The Truncated Boomerang Framework [This work]
0
Pe € Dip °p » Pick a Py and encrypt a structure PoeDi%.
| | > For P,P' € Pyt D, PriX @ X' € DO, ] = B.
p
Eo Eo DY o DY,
€ DY
T e T,
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The Truncated Boomerang Framework [This work]
0
Pe € Din op > Pick a Py and encrypt a structure Pp-DP.
| | > For P,P' € Py DY, Pr(X & X' € DY, ] = .
Eo Eo D|n Dgut
€ DY
X e out o X'
E; E;
Ce L4
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The Truncated Boomerang Framework [This work]
0
Pe € Dip °p » Pick a Py and encrypt a structure POAD%.
| | > For P,P' € Py DY, PriX @ X' € DY, ] = b
» Foreach C € E(Poth/Dm), decrypt a structure
EO EO DO H Dgut CJFDout
e DO
Xe out o X'
E1 E1 D(1:'ut E- Di1n
1
o Lo
€ Dout € Dk _
ce Lol
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The Truncated Boomerang Framework [This work]
0
Pe < Dp, °p » Pick a Py and encrypt a structure POAD%.
| | > For P,P' € Pye DY, PriX & X' € D] = .
» Foreach C € E(POaL/Dm), decrypt a structure
EO EO DO H Dgut CJFDOUI
> ForCe CoD],, PriXeXeDl]=g
S » ForC' € C'eD}, PriX'@ X € D!] = 4.
Xe o X/
KDi‘n € Dp,
X 7
E1 T E1 x D(1:'ut E- Di1n
1
N
Ce e C/

€ Dy l € D’%‘l
C

Augustin Bariant, Gaétan Leurent (Inria) Truncated Boomerang Attacks and Application to AES-based Ciphers Journées C2 2023 10/18

[



Introduction

The Truncated Boomerang Attack Conclusion

The Truncated Boomerang Framework [This work]
€ D), > Picka Py and t a structure Py D0
Pe o P ICK a Fp ana encrypt a structure rFo©~L;,.
| | > For P,P' € Pye DY, PriX & X' € D] = .
» Foreach C € E(POaL/Dm), decrypt a structure
Eo Eo DO H Dgut CJFDOUI
> ForCe CoD],, PriXeXeDl]=g
S » ForC' € C'eD}, PriX'@ X € D!] = 4.
] e X’
X et X pt > PrX@ X € DY,| =1 > D).
" e DYy I
X 7
E; T E; x D(1:'ut E- Di1n
1
L |F L |E
Ce e C/
€ Do l € Dkl _
C (04
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The Truncated Boomerang Framework [This work]
€ DY : 70
Pe in o P > Pick a Py and encrypt a structure Py Dj.
| e Do | > For P,P' € Pyt D, PriX @ X' € DO, ] = B.
Pe o p > Foreach C € E(PyDY), decrypt a structure
p
Eo | Eo | Diy &> Dou C Doy
> ForCe CaD]} ,, PriXe& X eDl]=g
E E ol 7 -
Yoo 0l € DY, I 0 » ForC' € C'eD}, PriX'@ X € D!] = 4.
6’231 0 ¥P1 > PrX® X €Dyl =r=>|Dp| .
L eD . - -
oo o o L > PrlPa P € DY] =p.
q
E; T E; x Dgut F) Di1n
1

5] LF
Ce e C/

o] enin]
C
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The Truncated Boomerang Framework [This work]
e PO : 70
Pe in °p > Pick a Py and encrypt a structure Py Dj.
| e Do | > For P,P' € Py D, Pr[X & X' € DY,] = B.
Pe o p/ ) » Foreach C € E(PO%D%), decrypt a structure
| | B | A&l copl,
> ForCe CoD],, PriXeXeDl]=g
ol ¢ DY, Eo » ForC' € C'eD}, PriX'@ X € D!] = 4.
X @ «—] — e X/ — in
c Dl X 1 > Pr[X@X’ € Dgut] =rz |,Di1n|71-
- 0 ; .
X ’D'” € Dout ’D'L, > PP P € DY) =p.
q
E4 T E; T D(1:'ut 1 Di1n » = _
1 > Total probability: pp =p-g§=-r-p.
| | |F
Ce e C/
€ Dou\ l € Dkl _
C c
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The Truncated Boomerang Framework [This work]
e DY Summary
Pe =4
| . | Select a random P, and encrypt a
_ € Dy, _ structure Po>DY,
Pe 3= .
E, | E, | Do H po, HForeachCe E(Po%Din), decrypt a
structure CoD] .
E, E, Look for P, P’ € E-1(E(Py>D)D] )
Xeo e X S.t.ﬁ@ﬁé@%.
If needed, repeat with a new Py.
Xe ® X
E, E, Dl <E—> D! » Total probability: p, = p- G2 - 7 - p.
1 > Random probability: ps = [DO|-27".
‘ E; ‘ E; > Total structure size: |D2|| D1, |-
Ce e C/

€ Dy l € D’%‘l
C
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Distinguisher: Distinguishing property

—

» Boomerang probability pp = p-p- §° - r.
» Random probability ps = |D2 |- 27"

Distinguishing property
Probability that a quartet returns:

» Cipher E — ps + pp.
» Random function — ps.
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Distinguisher: Analysis

» Signal to noise o = pp/ps.
> S structures of size |D2 |- D ,].
> Q=Sx|DY|?-|D},[?/2 quartets.
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Distinguisher: Analysis

» Signal to noise o = pp/ps.
> S structures of size |D2 |- D ,].
> Q=Sx|DY|?-|D},[?/2 quartets.

Ifo>1 Ifo <1
» A few good quartets are sulfficient. » More wrong quartets than good.
> Q= O(1/pp) quartets needed. > Q= O(1/0pp) quartets needed.

» Time and data complexity:
2Q

DR+ 1Ddu
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Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4

E SB E SR @zlvlzn:“ SB H:“ SR H::_z 24@ SB @ SR @ MC .

Zﬁz = =2 |D ut’_|D |_’D ut|_|Dln = 2%

|
|
|
|
I
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Introduction

Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4
EE@FFF = i Hipnitiay
24T b 524
|D ut’ - |D | = ’D ut| = |Dln = 2%

|
|
|
|
I
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000e0000

Introduction

Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4
S e @SB@SR@MC.
—H | H
| Er5—2e

|D ut’ - |D | = ’D ut| = |Di1n| =2%

|
|
I

&

:f
i
25
e

> G=g=p=p=27%
> r= DL =23
) —128
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Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4

S S S S
224Il H H 224

|
|
|
|
I

’37252/5:5:2_24 >|Dut’_|D|_’Dut|:|Di1n|:232
> r:’Di1n|_1 :2—32
> po=pp i r =2 > ps = [Dh| 27" =2
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Introduction
000e0000

Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4
S e @SB@SR@MC.
—H H H
| Er5—2e

|D ut’ - |D | = ’D ut| = |Di1n| =2%

|
|
I

&

:f
i
25
e

> G=g=p=p=22
> r= DL =23
. —128 > Ps = ’D%|-2_n=2_96

og==E8 — 2732 «1
Ps

Journées C2 2023 13/18

Truncated Boomerang Attacks and Application to AES-based Ciphers

Augustin Bariant, Gaétan Leurent (Inria)



The Truncated Boomerang Attack Conclusion

Introduction
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Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4
S e @SB@SR@MC.
—H H H
| Er5—2e

|D ut’ - |D | = ’D ut| = |Di1n| =2%

|
|
I

&

:f
i
25
e

> G=g=p=p=22
> r— ’D'1n|_1 — 2—32
. —128 > Ps = ’D%|-2_n=2_96

og==E8 — 2732 «1
Ps

» Choose Q = 290 quartets.
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The Truncated Boomerang Attack
000@0000

Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4

SB SR MC SB SR MC SB SR MC
H (—
2724 2724
> G=g=p=p=27% > | D3yl = IDp] = Doyl = |D}| = 2%
> — Di1n|_1 _ o3
> pp=p-p- G- r=2"128 >p$:’Di?]|,2—n:2—96

og==E8 — 2732 «1
Ps

> Q- pp, = 2%2 good returning quartets.

» Choose Q = 2180 quartets.
> Q- ps = 254 wrong returning quartets.
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The Truncated Boomerang Attack
000@0000

Example: 6-round AES distinguisher

3-round AES truncated trail for Eq and E4
SB SR MC SB SR MC SB SR MC
H (—
2724 2724
> g=g=p=p=27 > [Doul = D] = Dol = |Dp| = 2%
> r =Dy =27%
> py=p g =21 > pg = DD 27" = 2%

og==E8 — 2732 «1
Ps

> Q- pp, = 2%2 good returning quartets.

» Choose Q = 2180 quartets.
> Q- ps = 254 wrong returning quartets.

Possible to detect signal from noise.
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The Truncated Boomerang Attack
00000000

Conclusion
0000000

[e]

Example: 6-round AES distinguisher

Distinguisher
Throw Q = 2'%0 quartets using structures of size |D2||D} | = 254

» If ~ 254 quartets return — random function.
> If > 264 4 231 quartets return — 6R AES.

_ Q  _o%
T=D=~ AN 2%,
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Including Key recovery

» Usual approach: add rounds before/after distinguisher.
» Our approach: same number of rounds, use key as extra distinguisher.
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00000000 00000000 o

Including Key recovery

» Usual approach: add rounds before/after distinguisher.

» Our approach: same number of rounds, use key as extra distinguisher.
» Deduce key information from a returning quartet.

» Example: (P, P") — (X, X") follows Ey — only possible for certain keys.
> Generalization: (P, P', P, P’) suggests / candidates of x key bits (/ < 2¥).
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The Truncated Boomerang Attack
00000800

Including Key recovery

» Usual approach: add rounds before/after distinguisher.
» Our approach: same number of rounds, use key as extra distinguisher.
» Deduce key information from a returning quartet.
» Example: (P, P") — (X, X") follows Ey — only possible for certain keys.
> Generalization: (P, P', P, P’) suggests / candidates of x key bits (/ < 2¥).

Ifo>1 Ifok1
» Collect a few right quartets. > Initialize 2* key counters.
» For each quartet, recover ¢ candidates for » Collect many quartets.
i« key bits. » For each quartet:
» Select the candidate suggested each » Increment ¢ key counters.
time.

> Right key counter higher than random.
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The Truncated Boomerang Attack
00000000

Example: 6-round AES boomerang

First round

E . SB SR MC
o2k

P
Ko

» Diagonal of kg (32 bits):
> (P, P') — 28 candidates.
» (P, P’) — 28 candidates.
» 216 candidates for both.
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The Truncated Boomerang Attack
00000000

Example: 6-round AES boomerang

First round Last round
E . SB SR MC MC SB SR . @
% H
2724 2724
P C
Ko Ke
» Diagonal of kg (32 bits): » Anti-diagonal of kg (32 bits):
> (P,P') — 28 candidates. > (C,C) — 28 candidates.
» (P, P’) — 28 candidates. > (C', C') — 28 candidates
» 216 candidates for both. » 216 candidates for both.
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The Truncated Boomerang Attack
00000000

Example: 6-round AES boomerang

First round Last round
E . SB SR M_C> |\£ SB SR .
2724 2724
P
ko ks
» Diagonal of kg (32 bits): » Anti-diagonal of kg (32 bits):

> (P,P') — 28 candidates. > (C,C) — 28 candidates.

» (P, P’) — 28 candidates. > (C', C') — 28 candidates

» 216 candidates for both. » 216 candidates for both.

» Total: / = 2732 candidates for x = 64 bits of key.
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The Truncated Boomerang Attack
00000000

Example: 6-round AES boomerang

First round Last round

P
ko
» Diagonal of kg (32 bits): > Anti-diagonal of kg (32 bits):
> (P, P') — 28 candidates. » (C,C) — 28 candidates.
» (P, P’) — 28 candidates. > (C', C') — 28 candidates
» 2-16 candidates for both. » 2-16 candidates for both.

» Total: / = 2732 candidates for x = 64 bits of key.

> Random counter increased with probability 5 = 2.
» High probability of success with 4 right quartets (D = T = 267).
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6-round AES results

Conclusion

Ref

Distinguishers

[AC:RonBarHel17]
[AC:BarRon19]
[EPRINT:Bardeh19]
[ToSC:BaoGuolLis20]

This work

Key-recovery

Type Data Time
Yoyo 21228 pCC 01218
Exchange attack 2882 cp 2882
Exchange attack 284 ACC 28
Truncated differential 2894 Cp  2%5
Truncated boomerang 287 ACC 2%
Square 232 cp 27
Partial-sum 2% cp 2%
Boomerang 271 ACC 27
Mixture 226 cp 280
Retracing boomerang 2% ACC 280
Boomeyong 2797  ACC 278
Truncated boomerang 259 ACC 261

[FSE:DaeKnuRij97]
[FSE:FKLSSWWO00]
[biryukov2004boomerang]
[JC:BDKRS20]
[EC:DKRS20]
[ToSC:RahSahPau21]

This work
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00000000 00000000

Conclusion

Analysis of truncated bommerang attacks.
Improving boomerangs on 6-round AES.

Applications

» Best attack on KIASU-BC.
» Best attacks on Deoxys-BC using MILP.
» Distinguisher on full TNT-AES.

Thank you for your attention
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