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Hash functions

m'“%%lllllllll

input (any size) output (fixed size)

Cryptographically secure:

m Collision resistance: cannot find x1, x2 s.t. H(x1) = H(x2).
m Preimage resistance: given y, cannot find x s.t. H(x) = y.

m 2"¢ Preimage resistance: given H(x), cannot find xo s.t. H(x1) = H(x2).
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Password-based PC authentication

password ——| Hash |—— H(password)
— S

written by &£ stored in |
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Password-based PC authentication

password —— —— H(password)
— S

written by & stored in

m If £ reads H(password) from "'s memory: no problem

m Why?
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Password-based PC authentication

password —— —— H(password)
— S

written by & stored in

m If £ reads H(password) from “'s memory: no problem

m Why? Preimage resistance!

H(password) — password.
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How to design secure hash functions?

inputg input; input,,
0 & () & ) s () & ()
rate { : & S R I N &
0 &> é) ----------- N é
0 f fr N f f
capacity ........... N
0 N ) T > U N

The Sponge Construction

“Good" permutation f — Cryptographically secure Hash Function.

output
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Cryptography in a nutshell

Modes of Operation
(GCM, Sponge Functions...)
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Online authentication

password

(Y ""l))])) UVSQ@#—> Hash |—— H(password)

.
universite paris-sacLAY \

stored /checked in
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Online authentication

password

gm0

uvsQ®
—  ———| Hash |—— H(password)
H(pasoword)

server i
Better protocols exist, like OAuth 2.0,

but even in those, you have to

trust &2 with your password.

_ stored /checked in Gl
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Zero-Knowledge and Arithmetization
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Zero-Knowledge Protocols

Goal: if H(x) = y with x secret and y public, prove that you know x without
disclosing it.
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Zero-Knowledge Protocols

Goal: if H(x) = y with x secret and y public, prove that you know x without
disclosing it.

Is this kind of thing even possible?
Let's do a simple experiment!
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Zero-Knowledge Protocols

Goal: if H(x) = y with x secret and y public, prove that you know x without
disclosing it.

Is this kind of thing even possible?
Let's do a simple experiment!

Issue: Arithmetically complex H = Big, costly proof &2
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Arithmetization-Oriented Primitives

AOP = primitive with “simple” arithmetic representation

Classic

Arithmetization-Oriented

Binary Operations

Arithmetic Operations

Algebraically complex

Algebraically simple

Small field (F.:)

Large field (Fq, g > 23°)

e.g. AES, SHA-3

e.g. Poseidon, Rescue
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Arithmetization for Zero-Knowledge

m Implemented using “constraint systems” (R1CS, AIR, Plonk...).
m Less constraints + Low-degree — Better performance.

Function — Arithmetic Circuit — Constraint System

11/26



Hash Functions Zero-Knowledge and Arithmetization Resultants Resultant-based Attacks
000000 000e0 000000 00000000

Arithmetization for Zero-Knowledge

m Implemented using “constraint systems” (R1CS, AIR, Plonk...).
m Less constraints + Low-degree — Better performance.

Function — Arithmetic Circuit — Constraint System

AES
3 1/3

Security: X Low degree v High degree v High degree
Efficiency: v Few constraints X Many constraints v Few constraitns

(bc low degree inverse)

(xl/3 =yvsy®=x)
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Example: Poseidon Permutation
— H x3 »&}—» H x3
—) H x3 H x3
AddCst Lin AddCst Lin AddCst Lin
_ :
—) H x3 H x3
RE/2 rounds Rp rounds RF/2 rounds
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Where do resultants come from?

Problem: Given polynomials \/(x) and Q(x), do they have a common root (x’ s.t.

V(x') = Q(x) = 07)
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Where do resultants come from?

Problem: Given polynomials \/(x) and Q(x), do they have a common root (x’ s.t.

V(x') = Q(x) = 07)

m Algorithmic answer: Compute the roots of / and @, check their intersection.

Advantage: very efficient for this specific problem. v/
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Where do resultants come from?

Problem: Given polynomials V/(x) and Q(x), do they have a common root (x’ s.t.

() = Q') = 07)

m Algorithmic answer: Compute the roots of / and @, check their intersection.

Advantage: very efficient for this specific problem. v/

m Algebraic answer: Compute the resultant of V and Q!

Advantage: resultants are more general and powerful. v

Res(V/, @) =0 if and only if V and Q have a common root.
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Defining resultants

V(x) and Q(x) have a common root.
~—~— ~—~—

degree n degree m

)
Jda such that V = (x —a)S and Q = (x — a)U.
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Defining resultants

V(x) and Q(x) have a common root.
~—~— ~—~—

degree n degree m

)
Jda such that V = (x —a)S and Q = (x — a)U.

I
Uv =5Q.
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Defining resultants

V(x) and Q(x) have a common root.
~—~— ~—~—

degree n degree m

)
Jda such that V = (x —a)S and Q = (x — a)U.

{35 of degree <7, th that UV = 50.

3U of degree < m,
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Defining resultants

V(x) and Q(x) have a common root.
~—~— ~—~—

degree n degree m

)
Jda such that V = (x —a)S and Q = (x — a)U.

{35 of degree <7, ch that UV = SQ.

3U of degree < m,

)

m—1 n—1

Jug,y ..., Um_1 € Fp,

{350’ ceeosi-1 €y such that Z ui(x'V) = ZSJ(XJQ)-

i=0 j=0
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Defining resultants

V(x) and Q(x) have a common root.
~—~— ~—~—

degree n degree m

)
Jda such that V = (x —a)S and Q = (x — a)U.

{35 of degree <7, ch that UV = SQ.

3U of degree < m,

)

m—1 n—1

{350’ ceeosi-1 €y such that Z ui(x'V) = ZSJ(XJQ)-

dug, ..., um—1 € Fp, P =

4

Linear algebral!
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The Sylvester Matrix

V(x) and Q(x) have a common root.
N ——

degree n degree m

)

(V,...,x" 1V, Q,...,x"71Q) are linearly dependent.
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The Sylvester Matrix
V(x) and Q(x) have a common root.
——

degree n degree m

)

(V,...,x" 1V, Q,...,x"71Q) are linearly dependent.

)

Vo e Vg 0
m
Res(V/, Q) = det 0 o =0
do - qm 0
n
| 0 do dm
ntm
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Resultant of multivariate polynomials

Problem: Given V/(x,y) and Q(x,y), do X/, y" exist s.t. V(x',y") = Q(X,y’") =07
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Resultant of multivariate polynomials

Problem: Given V/(x,y) and Q(x,y), do X/, y" exist s.t. V(x',y") = Q(X,y’") =07

Solution: Compute a univariate polynomial from \/ and @, i.e. eliminate x or y.
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Resultant of multivariate polynomials
Problem: Given V/(x,y) and Q(x,y), do X/, y" exist s.t. V(x',y") = Q(X,y’") =07
Solution: Compute a univariate polynomial from \/ and @, i.e. eliminate x or y.

m Grobner bases: Compute a GB of (V/, Q) (costly %), change its order to lex
(costly &) to get a univariate polynomial.
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Resultant of multivariate polynomials
Problem: Given V/(x,y) and Q(x,y), do X/, y" exist s.t. V(x',y") = Q(X,y’") =07
Solution: Compute a univariate polynomial from \/ and @, i.e. eliminate x or y.

m Grobner bases: Compute a GB of (V/, Q) (costly %), change its order to lex
(costly &) to get a univariate polynomial.

m Resultants: See V/ and @ as “univariate polynomials” in (Fp[x])[y]:

Res,(V/, Q) is a univariate polynomial € FF,[x]!
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Why does it work?

Problem: Given V/(x,y) and Q(x,y), do X/, y/ exist s.t. V(x',y") = Q(X',y’) =07
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Why does it work?
Problem: Given V/(x,y) and Q(x,y), do X/, y/ exist s.t. V(x',y") = Q(X',y’) =07

m For all X" € F,, define R(x") = Res(V/ (X, y), Q(X', y)).
——— N —

€Fply] €Fply]
m There exists y' € F, s.t. V(X' y") = Q(X,y') =0 iff R(x") = 0.
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Why does it work?

Problem: Given V/(x,y) and Q(x,y), do X/, y/ exist s.t. V(x',y") = Q(X',y’) =07
m For all X" € F,, define R(x") = Res(V/ (X, y), Q(X', y)).
—_——— ———
€Fply] €Fply]
m There exists y' € F, s.t. V(X' y") = Q(X,y') =0 iff R(x") = 0.

m R is defined as Res,(V/, Q): univariate polynomial in x.

m Variable elimination: If V/, Q are in x1,...,xx, Res,,(V, Q) has no x;.
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Attacking Permutations: The CICO Problem

CICO-c problem for P: find an input/output pair s.t.

—
* *
* k
P
0 0
c c
0 0
-
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Attacking Permutations: The CICO Problem

CICO-c problem for P: find an input/output pair s.t.

'SR

*k *
* k
P
0 0
c c
0 0
-

m PoSSo attack: find a CICO solution by solving a multivariate model of P.
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Example: Modelling Griffin

( Affine )

(')1/(l (')a 0

o
—
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Example: Modelling Griffin

( Affine )

(')1/(l (')a 0

i

()% is the only high degree operation — add a new variable for each (-)

l/a.
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The Models in CICO-1

p
Vi(x1, x2) 0,
VZ(X].’X2’X3) — Oa
Vi—1(x1,...,xk) = 0,

L \/k(Xl,...,Xk) = 0.

“Quasi-triangular”’ system!
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The Attack

Resultant in x; = elimination of x;.
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The Attack

Resultant in x; = elimination of x;.

m Vi ;< Res,, (Vk-1,Yx) = eliminated x, everywhere! v/
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The Attack

Resultant in x; = elimination of x;.

*

©_1 < Res,, (Vk_1,Vk) = eliminated x, everywhere! /
Vi 5« Res,, ,(Vk—2,V}%_ ;) = eliminated x,_; everywhere! v/

V3 <= Res,,(V1,V3) = univariate in x;! /
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The Attack

Resultant in x; = elimination of x;.

*

©_1 < Res,, (Vk_1,Vk) = eliminated x, everywhere! /
Vi 5« Res,, ,(Vk—2,V}%_ ;) = eliminated x,_; everywhere! v/

V3 <= Res,,(V1,V3) = univariate in x;! /

Quasi-triangular system == degree of \/7 is minimal.
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In general, Resultants are...

Vi(x1,...,xk) = 0 (degree d),
Va(x1,...,xk) = 0 (degree d),

Vik—1(x1,...,xk) = 0 (degree d),
Vi(x1,...,xk) = 0 (degree d).

m Minimal univariate degree (D;) is at most d*.
m Res,,(V/}, ;) has degree at most d°.

“ . .. . " . k—
m “Gaussian elimination” with Resultants ends at degree at most d? i
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The results

Griffin  Anemoi

Resultant-based Attacks
00000080

Arion  Rescue (security 25'2)

Freelunch (last step, GB-based) | 2% 2118

283

Resultants 255 279

268 2475
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The results

Griffin  Anemoi Arion Rescue (security 2°12)

Freelunch (last step, GB-based) | 2% 2118 283 -

Resultants 255 279 268 2475

m Freelunch: O (Dja"“~1),
m Resultants: O (Dja?2").

(Dy = min. univariate degree, n = round number,
a€{3,5,7},2<w<3).
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Conclusion

m Grobner bases are not always the best tools.
m Resultants have surprising uses.

m Dy (FGLM lower bound) should not be taken as a security goal.
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Conclusion

m Grobner bases are not always the best tools.
m Resultants have surprising uses.

m Dy (FGLM lower bound) should not be taken as a security goal.

Use a password manager!
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