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Motivation

A Cryptanalysis Challenge for ZK-friendly Hash Functions!
In November 2021, by the Ethereum Fundation.

Category Parameters Security Level Bounty Category Parameters Security Level Bounty

Easy MN—tdrm—3 25 $2:-000 Easy +—6 9 $25-000

Easy N=6m=2 25 $4, 000 Easy =130 15 $4--6060

Medium N=7,m=2 29 $6, 000 Meditm —14 22 $6-660

Hard N=5m=3 30 $12, 000 Hard =38 28 $12, 000

Hard N=8m=2 33 $26, 000 Hard =22 34 $26, 000
(a) Rescue—Prime (b) Feistel-MiMC

Category Parameters Security Level Bounty

Easy RP—3 8 $2-600 Category Parameters Security Level Bounty

Easy RP—8 16 $4-—000 Easy p = 281474976710597 24 $4, 000

Meditm RP—13 24 $6-006 Medium p = 72057594037926839 28 $6, 000

Hard RP =19 32 $12, 000 Hard p = 18446744073709551557 32 $12, 000
Hard RP = 24 40 $26, 000

(d) Reinforced Concrete
(c) POSEIDON
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Preliminaries

Arithmetization-Oriented Primitives
CICO Problem

Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
Fon, with n ~ 4 8 (AES: n = 8). Fq, with g € {2",p},p ~ 2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic
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Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
Fon, with n ~ 4 8 (AES: n = 8). Fq, with g € {2",p},p ~ 2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic

F, = Z/pZ, with p given by the order of some elliptic curves

Examples: * Curve BLS12-381 log, p = 255

p = 5243587517512619047944774050818596583769055250052763
7822603658699938581184513

* Curve BLS12-377 log, p = 253

p = 8444461749428370424248824938781546531375899335154063
827935233455917409239041
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Preliminaries

Arithmetization-Oriented Primitives
CICO Problem

Comparison with “usual” case

A new environment

“Usual” case Arithmetization-friendly
* Field size: * Field size:
Fon, with n ~ 4 8 (AES: n = 8). Fq, with g € {2",p},p ~ 2", n > 64
* Operations: * Operations:
logical gates/CPU instructions large finite-field arithmetic

New properties

Arithmetization-friendly

y + E(x) y+ E(x) and y==E(x)
* Optimized for: * Optimized for:
implementation in software/hardware integration within advanced protocols
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Sponge construction.
CICO: Constrained Input Constrained Output x x 0
Definition
Let F:F; — F and u < t. The CICO problem is:
Finding X, Y € Ft=¥ s.t. P(X,0) = (Y,0). o0

when t =3, u = 1.
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CICO: Constrained Input Constrained Output x x 0
Definition
Let F:F; — F and u < t. The CICO problem is:
Finding X, Y € Ft=¥ s.t. P(X,0) = (Y,0). o0

when t =3, u = 1.

264

Ethereum Challenges: solving CICO problem for AO primitives with g ~ prime
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Solving Systems Univariate Systems

Multivariate Systems

© Solving Systems
@ Univariate Systems
o Multivariate Systems
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Solving Systems Univariate Systems
Multivariate Systems

Univariate Solving

Find the roots of a polynomial P € F,[X], with deg P = d.

Steps: Cost (in theory):
1. Compute @ = X9 — X mod P.
using a double-and-add algorithm. O(d log(q) log(d) log(log(d))))
2. Compute R = gcd(P, Q). 9
roots(P) = roots(R) in F, O(d log®(d) log(log(/)))
3. Factor R. negligible.

deg(R) ~ 1 or 2 for random P

O( d - log(d) - (log(d) + log(q)) - log(log(d)) )

9/20
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Solving Systems Univariate Systems
Multivariate Systems

Univariate Solving

Find the roots of a polynomial P € F,[X], with deg P = d.

Steps:

1. Compute @ = X9 — X mod P.
using a double-and-add algorithm.

Cost (in practice):

Degree d 3% 315 318
2. Compute R = gcd(P, Q). Step 1. 14s 1,433s 47,964s
roots(P) = roots(R) in F, Step 2. 7s 903s  38,693s

3. Factor R. for random systems

deg(R) ~ 1 or 2 for random P

O( d - log(d) - (log(d) + log(q)) - log(log(d)) )
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Solving Systems Univariate Systems
Multivariate Systems

Multivariate Solving

Compute a Grdbner Basis (GB) from polynomial equations in Fy[Xi,... X,]:

{Pj,j_l,...n(Xl, .. Xn) = O, Dreg < 1+ Z(dl - 1)7 d < Hdl

i=1 i=1
Steps: Cost (in theory):
1. Fb algorithm " w
+ Dy — 1
Compute a grevlex order GB. o (nDreg X ( Deg ) ,with2 < w < 3
reg
fe .

2. FGLM algorithm or regutar systems

Convert it into lex order GB. (’)(nd3) or O(nd“)
3. Find the roots in [ of the GB polynomials

using univariate system resolution. O(d Iogz(d))
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Solving Systems Univariate Systems
Multivariate Systems

Multivariate Solving

Compute a Grdbner Basis (GB) from polynomial equations in Fy[Xi,... X,]:

{Pj,j_l,...n(Xl, .. Xn) =0, Dreg <1+ Z(dl - 1)7 d < Hd,

i=1 i=1

Steps: In practice:

1. Fb algorithm

Compute a grevlex order GB. Degree d 1024 4608 16384

. F4 236s 929s  3,030s
2. FGLM algorithm FGLM 18965 1,011s 32,060
Convert it into lex order GB.
3. Find the roots in I/ of the GB polynomials ~ for random systems
using univariate system resolution. with 4 equations on 4 variables
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Multivariate Solving

Compute a Grdbner Basis (GB) from polynomial equations in Fy[Xi,... X,]:

{Pj,j_l,...n(Xl, .. Xn) = O, Dreg < 1+ Z(dl - 1)7 d < Hdl

i=1 i=1

Steps: In practice:

1. Fb algorithm

Compute a grevlex order GB. Degree d 1024 4608 16384

. F4 236s 929s  3,030s
2. FGLM algorithm FGLM 18965 1,011s 32,060
Convert it into lex order GB.
3. Find the roots in I/ of the GB polynomials ~ for random systems
using univariate system resolution. with 4 equations on 4 variables

Take Away

Build univariate O(d) instead of multivariate O(d3) systems when possible!
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Applied to POSEIDON

Trick for SPN Applied to Rescue—Prime

© Trick for SPN
o Applied to POSEIDON
o Applied to Rescue—Prime
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Applied to POSEIDON
Trick for SPN Applied to Rescue-Prime

Trick for SPN

Let P = Py o Py be a permutation of ]Ff, and suppose

AV,GEF, st VXEF, PyHXV+G)=(xx0).

oo R
L 1 1 AN —
l Po 2 rounds
£ o
[0
b + "
& P R rounds XV +G
— S 4 [~
o 2
& P1 R — 2 rounds
3 17 ~ _
o I 17
Yoo 0 - om0 ¥

Approach used against POSEIDON and Rescue—Prime
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Trick for SPN

Applied to POSEIDON
Applied to Rescue-Prime

POSEIDON

L. Grassi, D. Khovratovich, C. Rechberger, A. Roy
and M. Schofnegger, USENIX 2021

* SPN construction:
* S-Box layer: x — x®, (o = 3)
* Linear layer: MDS
* Round constants addition: AddC

x Number of rounds (for challenges):

R=2xRf+RP
= 8+ (from 3 to 24) .

13/20 Clémence Bouvier
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Applied to POSEIDON

Trick for SPN Applied to Rescue—Prime
POSEIDON
4
G = (07 07 g) ) ? 7 O
0 0 0
with BH— ¢ BHé— ¢ B— ¢
B — _ . 53 B )
ag 3
1 1 1 0\3
g = (ﬁ (ao,zco + Cvl,zcl) +o+(x) ) . 2 2 (c9)3
] ] 1
| G |
: 1 1 1
R Designers Ethereum d complexity AXL/3 _ ct BXV/3 — ¢} g3—cl
claims estimations
8+3 2% Z 3° 228 B o} B c} B— c}
8-+8 225 253 314 235
8+ 13 233 261 319 244
8+ 19 242 269 325 254 3 3 3
8+ 24 250 277 330 262
A3X B3X g

Complexity of our attack against POSEIDON.
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Applied to POSEIDON
Trick for SPN Applied to Rescue—Prime

Rescue—Prime

A. Aly, T. Ashur, E. Ben-Sasson, S. Dhooghe and A.

1 1 1
Szepieniec, ToSC 2020 (Xa ) (Xa ) (xa j
5 5 I

SPN tructi [ Adde j
* construction:
4 4 1
% S-Box layer: x ++ x and x + x'/ (o = 3) [ MDS j

% Linear layer: MDS

1 1 1
+ Round constants addition: AddC (x79)  (xo) (<)
1 1 1

* Number of rounds (for challenges): [ AddC j
4 4 N

R =from4+to38 [ MDS J
(2 S-boxes per round). T ¥ ¥
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Applied to POSEIDON
Trick for SPN Applied to Rescue—Prime

Rescue—Prime

A. Aly, T. Ashur, E. Ben-Sasson, S. Dhooghe and A.
Szepieniec, ToSC 2020

* SPN construction:
Example of parameters

_ . o 1/« _
* S-Box layer: x +— x® and x +— x*/ %, (a0 = 3) p — 18446744073709551557
% Linear layer: MDS ~ D64
* Round constants addition: AddC 3
o =
o~ '=12297829382473034371
* Number of rounds (for challenges): )

R = from 4 to 8
(2 S-boxes per round).
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Applied to POSEIDON
Applied to Rescue—Prime
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Applied to POSEIDON
Trick for SPN Applied to Rescue—Prime

Rescue—Prime

G =(0,0g) . i l j

=
o
>
x
W
X
W
X
W

¢ P 9

]
Q +H—]

No

1/3
= (i (ao,gcg + al,gcf) + cg) .

a2

k—

R W

\

\

22
e

T

R m Designers Ethereum d complexity
claims estimations

4 3 236 237.5 39 243 AX3 BX3 g3
6 2 240 237.5 311 253

7 2 248 243.5 313 262

5 3 248 245 312 257 «1/3 «1/3 «1/3
8 2 256 249.5 315 272

Complexity of our attack against Rescue. AL/3X Bl/3x g
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CIMINION

C. Dobraunig, L. Grassi, A. Guinet PR P P
and D. Kuijster, EUROCRYPT 2021 N 1 .
Kl Pc PE H C2
Construction: Toffoli gates K>
N
(a,b,c) + (a, b, c+ ab) B Ks
B+ Ky
RC1£ 2ol
aj—1 aj
P; P,
bi—l O bi % C3
N
RC3[ PE | C4
Ci—1 —fH Ci

I I I “ J
Round function.

Overview of CIMINION in Fp.
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Attack on CIMINION

* Designers’ system:
* 6 equations ...

N

* over 6 variables . .. K
* of degrees h
{2R=1 2R R QR+l oR+1 pR+2) K

Pc

PE

PE

Weaker Scheme.

Kz Py

%H%H G
—HH—E— G

T

Ky P»

Ks Ps
ﬁ%—%ﬁ G
HH—B— G

T

Ks Pa

19/20 Clémence Bouvier Algebraic Atacks against Some AOP



Attack on CIMINION

* Designers' system:
* 6 equations ... X
* over 6 variables ...

* of degrees
R—1 9R 9R 9R+1 HR+1 HR+2 >
{2R-1,2R R 2R¥1 oR+1 pRi2y K

4

% 4 equations ...
* over 4 variables . ..
* of degrees
{2R71_ 2R1 3. 2:‘?717 3. 2R717}

Ky Pc

* Our system

Attack in roughly

211244

19/20 Clémence Bouvier

()

Q)

Q5 ()

Original scheme.
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a5 (x)
QM (X) PE
0 (x)
H—— K3
B Ka

P1 P>

Q] —H——7p— C1

a2

H— G

P3 P4

as H%—

oy —f

—)Cg,

B— G4




Conclusions

Some suggestions for designers:
* consider as many variants of encoding as possible
% build univariate instead of multivariate systems when possible
+ start (and end) with a linear layer

* 2 rounds can be skipped with the trick
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Some suggestions for designers:
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* 2 rounds can be skipped with the trick
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Thanks for your attention
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Trick for SPN

? ? 0
B— < B— <& B— <
S1 S S
? ? 51(<f)
| M |
1 1 1
S;HX) — STHY) — o SSNz) -
B— ¢ B— ol B— c}
X Y z
Clémence Bouvier Algebraic Atacks against Some AOP




Time (s)

10°

10*

10?

102 4

Time

o Feistel-MiMC X? mod P

»  Feiste- MiMC GCD
4 POSEIDON X? mod P
« PosEIDON GCD
Random X? mod P
® Random GCD
——5.31-107% . q+-04
——9.96-1076 . g-1t

Memory

e Feistel-MiMC

= POSEIDON

4 Random
—7.06-107%. @"%

316 317

318

10?

Memory (MB)



CIMINION

Multivariate systems: Rescue—Prime

10° Time 106
® Rescue F4 ——3.88.1078.2419n
5 oRandom F4 -~ 3.57-109.2519n )
10° 4 Rescue FGLM 7.48 - 1079 . 24:99n 10°
+Random FGLM - -- 9.4.1078. 2449
10% 104
)
z 10° 2
2 -
= 5
& =
3
10% 02 =
o
10t 10!
100 a4 Memory 100
. eRescue ——4.08 - 104 . 23:01n
o oRandom --- 6.22-10~%. 2295
107 10-1
5 6 7 8 9

Number of equations n



CIMINION

Multivariate systems: CIMINION

Time
108 e Ciminion F4  ——7.12.1078 . 289" , 106
oRandom F4 -~ 8.59-1078 . 29997 °
109 4 Ciminion FGLM 9.108.210.52r 108
+Random FGLM --- 3.66- 1077 . 210-397
10° 10*
&
= 10° 10° 3
5w w
<
=1
10! 10!
107 10°
e Memory
107! © Ciminion ——4.17- 104 . 24571 10-1
o Random Ciminion- - - 3.61-10~%. 2487
0 10-2
2 25 3 3.5 4

Number of rounds r
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