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Cryptography: theory and practice

In theory In practice

» Random Oracle > Algorithms

i > AES

» Ideal Cipher

D > SHA-2

> Perfect source of » RSA

fandomness » Modes of operation

» CBC

» OAEP

» Random Number Generators

» Hardware RNG
» PRNG
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Cryptography in the real world

Several examples of flaws in industrial cryptography:

» Bad random source

» SLL with 16-bit entropy (Debian)
» ECDSA with fixed k (Sony)

» Bad key size
» RSA-512 (TI) > Export restrictions...

» Bad mode of operation

» CBC-MAC with the RC4 stream-cipher (Microsoft)
» TEA with Davies-Meyer (Microsoft)

» Bad (proprietary) algorithm

> A5/1 (GSM) » CSS (DVD forum)
» Crypto-1 (MIFARE/NXP) » KeelLoq (Microchip)
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Amazon Kindle

o : » E-book reader by Amazon

I ——— : Most L -b k d
il » Most popular e-book reader
sperm whale, compared with which the Greenland whale 4

is almost unworthy mentioning. And here be it said, that ( ~ 0,

the Greenland whale is an usurper upon the throne of the % 5 0 / h )

e ~ o share

the profound ignorance which, till some seventy years

back, invested the then fabulous or utterly unknown
sperm-whale, and which ignorance to this present day still

e e ‘ » 4 generations, 7 devices
great poets of past days, will satisfy you that the Greenland |

whale, without one rival, was to them the monarch of the

B Ty e sone L

ER e | » Software reader for 7 OS,
plus cloud reader

reigneth!

There are only two books in being which at all pretend
to put the living sperm whale before you, and at the same
time, in the remotest degree succeed in the attempt. Those

books are Beale's and Bennett's; both in their time u d i ld
Siigeon o gl 5o whle-ship nd bt e > Several million devices so

and reliable men. The original matter touching the sperm

whale to be found in their volumes is necessarily small;

bu‘t 5o far as it goes, it is of excellent quality, though : > Amazon SellS more e_books
than paper books

» Uses crypto for DRM
(Digital Rights Management)
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Digital Rights Management

» Company sells media
(music, video, ebook, game, ...)
» Wants to prevent sharing

—'N) @ » Customer should read but
Charly not copy

/ B;)f

),v,\
Alice
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Digital Rights Management

® 1 Gy *
%
o 1

Charly
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» Company sells media
(music, video, ebook, game, ...
» Wants to prevent sharing

» Customer should read but
not copy

DRM scheme

» Encipher media
» Give player to users
> Hardware or software

» Player contains the key
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Breaking DRM
» Copy the media while being played

Tamper-proof hardware? Obfuscation? White-box crypto?

» No need to break the crypto!
» Pirates break once, copy...
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Digital Rights Management
Legal User

» Can only use authorized player
> Collection locked-in

® I e " » DRM can restrict user rights
’ . @. . .
) > Lending, reselling, ...

- 1 Charly » No format shifting:
> play DVD on tablet

> read ebook w/ speech synth.

2
(U?‘. " Bob
N Illegal User

» Can still find illegal copies
» Can do anything with the media

A. Biryukov, G. Leurent, A. Roy (uni.lu) Cryptanalysis of the “Kindle” Cipher SAC 2012



Introduction
oooe

DRM on the Kindle

» Kindle e-books use DRM
> Like any DRM system, it is bound to fail
> In practice, it is easy to extract the key (Google for details...)

Overview

> In this talk, we study the cipher used in this DRM system
We don'’t study the DRM system itself

» The DRM system uses a cipher called PC1

> It's a really weak cipher...
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Outline

Introduction
Cryptography in the real world
Digital Rights Management

The PC1 Cipher
Description
Weaknesses

Known-plaintext key-recovery
Collision detection
Key recovery

Ciphertext only key-recovery
Bias with independent keys
Recovering the plaintext

A. Biryukov, G. Leurent, A. Roy (uni.lu) Cryptanalysis of the “Kindle” Cipher SAC 2012 9/22



PC1
°

The PC1 Cipher

| 2
l \{ | 2
P@® [ n] [s] .
8 16
>
w
k=551 KF [e56] SF [ >

Designed by Pukall in 1991
Posted on Usenet
Kindle DRM based on PC1

Self-synchronizing stream cipher
No V!

16-bit arithmetic: add, mult, xor

Ok 0O, Main loop (KF and SF)
16 16 for0 </<8do

we—wek;®(mtX257)

x«— 346 xXw

w <« 20021 xw+1

S S+x

O 0Ddwbds

s « 20021 X (s + (i+1 mod 8)) + x
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PC1

Weakness 1: T-functions

Weakness

P@ | | [ s ] .

8 16
w | 2
k sx16 ] KF [ex6 SF [—
BLQBJSJ -
16 16 >
16 N
o] ,
8lo
P —c

>

l i This is a T-function

Low bits of the output
depend only on the
low bits of the input

Add, mult, xor

Guess 8 x 9 bits of the key
Get 9 bits before the fold
Get 1 bit after the fold
Verify with known plaintext

Complexity: 272
some bytes of known plaintext
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Weakness 2:

P |

8x16

A. Biryukov, G. Leurent, A. Roy (uni.lu)

Cryptanalysis of the “Kindle” Cipher

small state

Weakness

The state is very small

s 16-bit

1 8-bit, key-independent

» Build a set of plaintexts x|y,
x;'s with fixed xor-sum

» With high probability the
state collides after x; and x;

» Same encryption of y

» Complexity: 28 Cp
(distinguisher)
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Introduction

The PC1 Cipher

Known-plaintext key-recovery
Collision detection
Key recovery

Ciphertext only key-recovery
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Collision detection

Can we use state collisions in a known-plaintext attack?

How much wood could a woodchuck chuck
gfecuhaupmaqgcdlvtognfgdhisqghugbrfquc
if a woodchuck could chuck wood?

ghzadiaphjjzicwpidkasqghugbqsjbf
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Collision detection

Can we use state collisions in a known-plaintext attack?

How much wood could a woodchuck chuck

gfecuhaupmaqgcdlvtognfgdhisqghugbrfquc
if a woodchuck could chuck wood?

ghzadiaphjjzicwpidkasqghugbqsjbf

> In a natural language text, some words will be repeated.
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Collision detection

Can we use state collisions in a known-plaintext attack?

How much wood could a woodchuck chuck
gfecuhaupmaqgcdlvtognfgdhisqghugbrfquc
if a woodchuck could chuck wood?
ghzadiaphjjzicwpidkasqghugbgsjbf

» In a natural language text, some words will be repeated.
> With some probability (p ~ 2724),

two instances of a repeated word begin with the same state.
» This gives a repetition in the ciphertext.
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Collision detection

Can we use state collisions in a known-plaintext attack?

How much wood could a woodchuck chuck
gfecuhaupmaqgcdlvtognfgdhisqghugbrfquc
if a woodchuck could chuck wood?
ghzadiaphjjzicwpidkasqghugbgsjbf

v

In a natural language text, some words will be repeated.
With some probability (p = 2724),
two instances of a repeated word begin with the same state.

v

v

This gives a repetition in the ciphertext.

v

When we detect a repetition in the plaintext and ciphertext,
we can assume that the state is colliding.
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Known-plaintext key-recovery
00

Collision Based Key-recovery

]
p ﬂb ’ e ‘ ’ s ‘ » Use state collisions to
. 16 test key guess
» Skip output part
w
k=516 KF [exi6] SF [
Ok Os
16
o)
8{o
P—B—c
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Known-plaintext key-recovery
00

Collision Based Key-recovery

pﬂb ’ T ‘ ’ s ‘ » Use state collisions to
5 16 test key guess

» Skip output part

k B 16 KF e SF | Weakness

This is a T-function

> Guess 8 X 1 bits of the key

» Compute 1 bit of s,
check collisions in s

> Repeat with 2" bit, ...

A. Biryukov, G. Leurent, A. Roy (uni.lu) Cryptanalysis of the “Kindle” Cipher SAC 2012 15/22



PC1 Known-plaintext key-recovery Ciph
00C (Sle] T} 00C

Improving the Complexity
» Simplified state update:
s =w'+bxst+c
> W B (axw)
» key-dep. S-box KF' : t — wy,

P+ | T L s | > lterate the state update:
8 16 st = Ri(wy, ..., wass) linear

Explicit with known 1!
| w L » State collisions give linear

k=555 | KF' [ 76 | SF relations of wy: Rt = RY

> Look for sparse relations

» For each (partial) key guess,
compute w, & check relations

> Faster than computing s
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Experiments
E-book of 336kB (with LZ77 compression)
32 1 .
2 i + + Experiments
RF ---  Median
228 #\\¢ F )
R 24 | \ +
s2 11 o4 +
> ML P T R
Q + +
R o %* FER R ﬁ%ﬁ**\i
ifﬁ ++ w T et +
216 i .
678 16 32 64 128

Number of collisions
Practical key-recovery attack

Complexity = 23T with ~ 229 bytes of (low entropy) known plaintext
Key trial costs less than 256 instead of full encryption
A. Biryukov, G. Leurent, A. Roy (uni.lu) Cryptanalysis of the “Kindle” Cipher SAC 2012 17/22
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Ciphertext only key-recovery
0

Ciphertext Only Attack

Main idea

If the state (s, ) collides, then the output stream ¢ is the same.
Note that s depend on the key, but m = &P p’
Consider two positions t,u and a random key:

Prlgte o ] 278 if it # Y
r = = p
K © © 2‘8+Pr[st:st] ifrt = v

cdoci=dtoptdc!dp!
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Ciphertext Only Attack

Main idea

If the state (s, ) collides, then the output stream ¢ is the same.
Note that s depend on the key, but m = &P p’
Consider two positions t,u and a random key:
278 if it # ¢
Pr[ct LUR= =~ p
K[C Sct =X 2‘8+Pr[st:st] if it =74, X = ptep!

cdoci=dtoptdc!dp!
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Ciphertext only key-recovery
0

Ciphertext Only Attack

Main idea

If the state (s, ) collides, then the output stream ¢ is the same.

Note that s depend on the key, but m = P p’
Consider two positions t,u and a random key:
2—8

if Wt % Y
rl’<l’[ct€Bc” =X] =

cdoci=dtoptdc!dp!

» Consider several copies of a given text,

encrypted with different, unrelated keys (collusion).
» Look at the distribution of ¢! @ ¢:
» If flat, & # m¢
» If one peak, then nt =Y, and getpt@p“

A. Biryukov, G. Leurent, A. Roy (uni.lu) Cryptanalysis of the “Kindle” Cipher
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Tricks to Improve the Bias

There are similar bias with the low bits of o:

1+t %Probability (exp.) %
b
&
LEC s
R
1 LR s R U R W hm\“ ‘:,ﬂm‘—-rr“ ““ “Jtr“”‘_“ m‘“” 4

0 32 64 96 128 160 192 224 256
bitrev (c" & o)

Use bias in low bit of c! @ ¢!: if ! = 1 and X = p' & p* mod 2, then
Pr [ct ®c' = X mod 2] ~27 + Pr[st = s mod 29]
K

Use positions with t = u mod 8
> This gives a bias of 27° to 27# (cancellations in the state update)
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°

Clustering algorithm

Finding relations

» Look at the distribution of ¢t ® ¢¥ mod 2:

> If flat, then it # m¢
» If one peak, then 1 = ¥

» Use a clustering algorithm to recover m':
> Initially, all positions are assigned a different color.
» When 1t = iV is detected, merge colors.

» Easier to detect bias with larger clusters
» Combine the biases c' @ ¢l

» At the end, 256 colors correspond to the 256 values of 1!
» Recover the value of ! using some known plaintext.
> Recover p.

» Practical with 210 keys, and 217 data
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Conclusion

Conclusion
Don't use an untested cipher!
Attacks on PC1 Complexity Data Ref.
Dist. Chosen plaintext 216 2T6 Usenet
Key rec. Known plaintext 272 24 Usenet
Key rec. Known plaintext 231 20 New
Key rec. Ciphertext only, 20 unrelated keys 23> 217 perkey ~New
Attacks on PSCHF Complexity Ref.
2" pre. with meaningful messages 224 New

Impact for the Kindle?

Pirates can just extract the key...

They don't need to break the cipher to break the DRM scheme.
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