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Introduction Con

Concrete security goals

Preimage attack

Given Fand H, find M s.t. F(M) = H.

Ideal security: 2".

Second-preimage attack

Given F and My, find M, # My s.t. F(M7) = F(My).
Ideal security: 2.

Collision attack

Given F, find My # M s.t. F(Mq) = F(M3).
Ideal security: 2"/2.
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Introduction

Iterated hash function (Merkle-Damgird)

mo m- my M|

» n-bit state, compression function

» Security with ideal compression function:

» Collisions: 2"/2 (optimal)
» Preimages: 2" (optimal)
» Second-preimage: 2" !

» Non-ideal after 2"/2: multi-collisions, herding, long 2nd-preimage
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Joux’s multicollision attack
mo
e
mg

Find a collision pair mo/m6 starting from IV
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mo mi
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Find a collision pair mo/mg starting from IV
Find a collision pair my /mj starting from x; = h(IV, mo)
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Joux’s multicollision attack
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Find a collision pair mo/mg starting from IV
Find a collision pair my /mj starting from x; = h(IV, mo)
Repeat k times
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Introduction Combiners Our attack Conclusion

Joux’s multicollision attack

my ms myg

/\/\/\/\
’VGG \J\Juuh
mhy mi my  my m,6

Find a collision pair mo/mg starting from IV

Find a collision pair my /mj starting from x; = h(IV, mo)
Repeat k times

This yields 2 messages with the same hash:

momimy... mymimy... memimy... mgmim;...

momimby ...  mymimh... moemimh... mgmim}...

2k
» Complexity k- 2"/ vs. ~ 2 2 " for a random function
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Combiners

Combining two hash functions

'
Hi o “In order to make the PRF as secure
as possible, it uses two hash
M Cl— HM) algorithms in a way which should
guarantee its security if either
H, algorithm remains secure.”
n _J —RFC 2246 (TLS 1.0)

“The whole is greater than the sum of
its parts”
— Aristotle
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Known results: Concatenation combiner

> H(M) = H1(M) || Hy(M)
» 2 X n-bit internal state, 2n-bit output
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Combiners

Known results: Concatenation combiner

v

H(M) = Hi(M) | H2(M)
2 x n-bit internal state, 2n-bit output

v

Robust combiner for collisions
> A collision in H implies a collision in H7 and H;

v

v

2 x n-bit internal state can increase security?

» NO: Multicollision attack [Joux '04]
» Collisions in 2"/2
» Preimages in 2"
» Essentially n-bit security
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Collision attack for H1 (M) || H2(M)

Build a 2"/2-multicollision for H;

YM € M, Hq (M) = h;
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Introduction Combiners Our attack Conclusion

Collision attack for H1(M) || Hy(M)

Build a 2"/2-multicollision for H;
YM € M, H:1(M) = h;
Find M,M' € M st. H;(M) = Hy(M')
» Complexity n - 27/2 ys. 2" for a 2n-bit hash function.
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Combiners

Known results: Xor Combiner

v

H(M) = Hn (M) & Hy (M)
2 x n-bit internal state, n-bit output

v

v

2 x n-bit internal state can increase security?

» NO: Joux's attacks are applicable

v

Short output robust combiners don't exist [Boneh & Boyen ‘06, ... ]

» Doesn't imply a generic attack...

v

Secure up to 2"/2 with weak compression fcts [Hoch & Shamir '08]
> In particular, no generic collision attack
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Introduction Combiners Our attack Conclusion

Generic attacks against combiniers

Concatenation combiner XOR combiner
> H(M) = Hy (M) || Hy(M) > H(M) = Hy (M) & Hy (M)
» 2n-bit output > n-bit output
» Generic attacks: » Generic attacks:
» Collisions in 2"/2 » Collisions in 2"/2
> Preimages in 2" > Preimages in 222
> Non-ideal after 27/2 > Non-ideal after 27/2
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Combiners Our attack Conclusion

Generic attacks against combiniers

Concatenation combiner XOR combiner
> H(M) = Hy (M) || Hy(M) > H(M) = Hy (M) & Hy (M)
» 2n-bit output > n-bit output
» Generic attacks: » Generic attacks:
» Collisions in 2"/2 » Collisions in 2"/2
> Preimages in 2" > Preimages in < 25n/6
> Non-ideal after 27/2 > Non-ideal after 27/2

Suprising result

If H; and H; are good MD hash
functions, H1 & H; is weak!
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Our attack

Our target: HM) = H1(M) & Hy(M)

v, _g_r hz n hy n hy n
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> 2 X n-bit state, 2 compression functions
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Our attack

Our target: HM) = H1(M) & Hy(M)

' ' ' '
n n n

1V, e hz hz h2 hz

v v n
mo mn m; m3 & H(M)

WM TN

h1 n h1 n h1 n h1 n

\. \ \ \

V7 ——

> 2 X n-bit state, 2 compression functions

» Can we use a birthday-type attack on the final XOR?
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Our attack

Conclusion

> Build a structure {M;;} to control Hy

Mjk

(IV1,1Vy) ~& (A;, By)

Introduction Combiners

Overview
A and Hy:

o0 Ay

Lot e Ay

V4 XS »e Ag

7 e B

Lol-7" s By

1V, EE2 - »e By

G. Leurent & L. Wang (Inria & NTU)
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Our attack

Querview

v

v

v

v

Build a structure {M;} to control H
and Hy:

M:
(IV4,1V3)

k
~> (Aj, By)
Horizontal lines: common message M
(a, by) = (aj'.Jr1 b

Orange lines:
iopio\ MO LT i
(ajov ko) = (ajo bl )
Message in the structure use a few

alternative chunks:
Mj = Mo, My,..., M, ...
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Switch stucture

ap —e—e— ag —e——— ap ——eo=—o—
by —e—e— by —e—e— by —e—e—
by —e—e— by —e—e— by —e—e—
M M
(a0,bo)~>(ag.bp) (a0,b1)~>(ag.b7)

» Simple case: one Hi-chain, and two H;-chains
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Switch stucture

ag e e a9 —e—o— ag —e—o— ag —&—
b —e—e— b —e—e— b, b,
(a0.60) % (ahby)  (a0.b1) B apby)  (a0.bo)(ap b))

» Simple case: one Hi-chain, and two H;-chains
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Introduction Combiners Our attack

Switch stucture

(a0.60)% (a,bp)  (a0.b1)"% (a5 )
» Simple case: one Hi-chain, and two H;-chains
> Input: ag, bo, b1
» Output: M, M/, s.t.

ag = hi(ao, M) = hi (a0, M')
1=h3(b1,M) =
o = h3(bo, M) #

G. Leurent & L. Wang (Inria & NTU) The Sum can be Weaker Than Each Part

Conclusion

Eurocrypt 2015 13/18



Introduction Combiners Our attack Conclusion

Switch stucture

dag _.Q._ =1) ——./;N.-— dap ——./;N.-— dap —A-
b —e—e— b —e—e— b, b,
bg —OZ.- bg _..Z.._ bo —QZQ- bg Z
(a0.b0)% (a bj) (a0.b1 )% (@) b)) (ao,bo)M(aé,bﬁ )

Build multicollision M for Hq

M
30 X X XXX 2
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Switch stucture

ag e =1) ——— dap ——— ap —A-
bg —QZO— bg —-ozo—- bo —QZQ- bg Z
(a0b0) (@b bh)  (a0.b1) () (a0.bo)(apbh)

M / Build multicollision M for H;
20 X X XX I 0 Select M, M’ € M s.t.

"""""""""""""""""""""""""""""" h3 (b1, M) = h3(bo, M) £ b}

bo M
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Introduction Combiners Our attack Conclusion

Switch stucture

dag —.Q.- =1) ——./;N.—— dap ——./——N.—— dap —A—
b —e—e— b —e—e— by —e—e— b,
by / by -.Z.- b -.Z.- bo Z
(a0b0) (@b bh)  (a0.b1) () (a0.bo)(apbh)

Build multicollision M for H;

M
20 { X XK XXX 2 2 Select M, M’ € M s.t.

' """"""""""""""""""""" h3(b1,M) = h3(bo, M') = b}
by v Setal) = hj(ao, M),
by e Iy
Bo  » Complexity ~ n-2"/2
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Our attack

Switch stucture

» We call this structure a switch. It can be used with more chains:
» Update inactive chains with common message M
> Jump from (a;, by) to (ajy, by) orto (a by)
> Alternate message to be used only from (a;, by)!
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Combiners Our attack Conclusion

Switch stucture

» We call this structure a switch. It can be used with more chains:
» Update inactive chains with common message M
> Jump from (a;, by) to (ajy, by) orto (a by)
> Alternate message to be used only from (a;, by)!

» Reach all chain combinations by combining several switches:

> Interchange structure:

H ° S ° o A
. ° ° ° =A;
* ° ° ° ° A

. o—o—o—o B3
. oo * B

. —o oo ® B

[V o6 —o———— o B
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G. Leurent & L. Wang (Inria & NTU)

Combiners Our attack Con
Interchange structure
@ A3
e Aq
— — — — — — — — — —e Ap
— — — Bj

* _——— * B4
«“—— — — — — e By
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Interchange structure

A
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Interchange structure

H> > —e A
OO0 m V1 771 771771, 2;
(] A .
0O00 (B—— U
MO0

G. Leurent & L. Wang (Inria & NTU) The Sum can be Weaker Than Each Part Eurocrypt 2015 15/18



Combiners Our attack Conclusion

Interchange structure

° ° ° Az

H, 4 o —e Ay

s 4 ® — o A1

I‘\/JDDD Vi oo oo 6o — — — — — — Ao
01106 ——
CJCJDD - ? ———033
PO00
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Interchange structure

° ° ° ° Az

®
®
|
¢
bS
N

( ]
(]
( ]
|
|
:
>
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Interchange structure

° ° ° ° Az

H, TS 7S S e A
° S S S o Aq
OOM m Ao
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Interchange structure

A S S Y\

? —o—e—e B3
/ O B,

° ¢ & e * B4

/ Vz ‘// o & & o ° BO

MMMMMMMMMMMMMMM
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Interchange structure

° ° ° ° Az

TS 7S S e A

H
2 ° S S S o Aq
I Ao

1V,

» Control 2t Hy-chains and 2! H;-chains using 2%t switches
» Message length: n/2 - 2%, memory: n - 22
» Time complexity: n/2 - 2"/2 . 22t
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Introduction Combiners

I -~ Ay

Lot e A

V4 _4::‘_’_':____?.,40
-~ B3
B

Lot ’://—7' B4

IV, ZE2I10 e Bo

G. Leurent & L. Wang (Inria & NTU)

Preimage Attack

Our attack

Conclusion

Build a 2'-interchange structure {M;}:
M:
(IV1, 1IV2) ~5 (A;, By)

» Complexity: O(22t.2"/2)
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Preimage Attack

Our attack

Conclusion

Build a 2'-interchange structure {M;}:

Mjk

(IV1, 1V3) ~% (A;, By)

» Complexity: O(22t.2"/2)

Preimage search for H:

» For random blocks m, match

{h-] (Aj, m)} and {hz(Bk, m) @ ﬁ}
» Ifthere is a match (i, )):

Get My, preimage is Mj || m
» Complexity: O(2"~t)
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Preimage Attack

Our attack

Conclusion

Build a 2'-interchange structure {M;}:
M:
(IVa,1V2) ~% (A;, By)

» Complexity: O(22t.2"/2)

Preimage search for H:

» For random blocks m, match

{h-] (Aj, m)} and {hz(Bk, m) @ ﬁ}

» Ifthere is a match (i, )):
Get My, preimage is Mj || m

» Complexity: O(2"~t)

Optimal complexity: O(n - 2°7/6)

» t=n/6

The Sum can be Weaker Than Each Part
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Our attack

Extensions
» Works for the HAIFA mode

» Finalization function, block counter at each round

» Works with internal checksum (GOST)
» Using pairs of blocks with constant sum

» Works with H; (M) HH, (M)

» Or any easy to invert operation

> For wide-pipe (¢ > n bits of internal state), complexity
/2 - 22n/3+0/6

» E.g. 2'% for SHA-224 @ BLAKE-224

» Variants with shorter messages:
» Time complexity 2"~ with length 22m. memory 22M (m < n/6)

» Can be extended to the sum of three or more (k) hash functions
» Complexity O (nk—1.250/6)
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Combiners Our attack Conclusion

Conclusion

» New technique to control two hash functions independently
» Stronger than previous techniques (multi-collisions, diamonds)

» Preimage attack for Hy (M) @ Hy (M) with complexity: n/2 - 2°7/6

» The sum of two good narrow-pipe hash functions
is a bad hash function
> Whirlpool @ Streebog: complexity 243> (n = 512)
» SHA-512 @ Whirlpool: complexity 2407 (n = 512)
» SHA-224 @ BLAKE-224: complexity 2'%? (n = 224)
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