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Building Light but not Weak 

Protections for the IoT

Léo Perrin                                    CryptoLux.org
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The Internet is about exchanging 
messages
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The Internet is about exchanging 
messages

Show me my bank website



4

The Internet is about exchanging 
messages

Here is the file you wanted
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The Internet is about exchanging 
messages

Here are my credentials
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The Internet is about exchanging 
messages

Here are her credentials!
Mwahaha!



7

Cryptography protects messages
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Cryptography in practice

– Paper has become bits.

– Envelope, seal and 

signatures have become 

algorithms.

– Algorithms have a cost 

(time, RAM 

consumption…).
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Connecting devices : the IoT

Computers are replaced by micro-controllers, RFID tags…

Things with very little computing power !
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Light but not weak protection

When cryptography is 

too expensive…

...Lightweight cryptography 

comes to the rescue !
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Lightweight cryptography

We know how 
to make 
cryptographic 
steel plates

We need to 
invent 
cryptographic 
carbon fiber
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Standardization process started

https://www.nist.gov/news-events/news/2018/04/nist-issues-first-call-lightweight-cryptography-protect-small-electronics
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A new challenger appears!

Sparx MARK II
Joint work with 

A. Biryukov, C. Beierle, J. Großschädl, A. Udovenko, Q. Wang

● Efficient on all micro-controllers

● Uses state of the art design approaches (sponge...)

● Based on Sparx, which we designed during my PhD
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More importantly...

Congratulations!
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