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Alzette : a 64-bit ARX-box (feat. CRAX and TRAX)

(CRYPTO'20, seealso eprint 2019/1378)

Une itération ne donne pas beaucoup de
protection... Deux en donnent beaucoup!
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La stratégie des longs chemins

Comment construire une bonne fonction de tours sachant qu'Alzette a
besoin de deux itérations?
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Mode pour permutation

Pour une primitive congue en suivant la SLC, on peut borner les probabilités
des chemins correspondants a des injections de message.

n r ¢ (security) Type 3 4 5 6 7 8
n—n 70 100 178 200 230 260
T 108 148 180 200 268 296
256 128
r—n 70 140 178 200 230 296
T 128 160 256 256 288 320
192 192
384 r—mn 128 148 178 210 276 306
T 128 160 256 256 320 320
128 256
r—n 128 160 180 210 276 306
64 390 r—r 0 160 256 256 320 320
r—n 128 160 180 210 276 306
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Nos permutations

Nom n # ||Alz.  #stepsslim  # steps big
Sparkle256 256 4 7 10
Sparkle384 384 6 7 11
Sparkle512 512 8 8 12
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Nos permutations

Nom n # ||Alz.  #stepsslim  # steps big
Sparkle256 256 4 7 10
Sparkle384 384 6 7 11
Sparkle512 512 8 8 12

Slim vs. Big

m Les instances “Big” peuvent étre utilisées dans n'importe quel mode.
Initialisation, finalisation

m Lesinstances Slim ne peuvent étre utilisées que dans des modes ou le
rate est la ou nous l'avons spécifié. Entre l'absorption des blocs

7/m



L'implémentation des permutations

#define MAX,BRANCHES 8
#define ROT(x, n) (((x) >> (n)) | (
#define ELL(x) (ROT(((x) ~ ((x) <<

// Round constants

(x) << (32 (n))))
16)), 1

static const uint32_t RCON[MAX_BRANCHES] =
©XBTE15162, OXBF715880, OX38BADASE, 0X324E7738,
©XBB1185EB, 0x4F7C7B57, OXCFBFAICS, 0xC2B3293D};

void sparkle(uint32_t *state, int nb, int ns)

int i, j; // Step and branch counter

uint32_t rc, tmpx, tmpy, x@, yo;
for(i = 0; 1 <ns; i ++) {
/] counter addition

state[1] ~= RCON[i%MAX_BRANCHES]; state[3] "= i;

/1 ARXBox layer
For(j = ©; j < 2*nb; j += 2) {
rc’ = RCONLj>>11;

state[j] += ROT(state[j+1], 31); state[j+1] A=
state[j] += ROT(state[j+1], 17); state[j+1] ~=

state[j] += state[j+1];

state[j] += ROT(state[j+1], 24); state[j+1] A=

/1 Linear layer
tmpx = x0 = state[0]; tmpy =
for(j = 2; j < nb; 3 += 2)

.

>

state[j+1] A=

0 = state[1];

tmpx A= state[j]; tmpy "= state[j+1];

3
tmpx = ELL(tmpx); tmpy = ELL(tmpy);
" A

for (j =2; j <nb; j +=
state[j-2]

state[nb-2]
state[nb-1]

= state[j+nb ]  state[]
state[j-1] = state[j+nb+1] A state[j+1] A tmpx;

state[nb ] ~ xe A tmpy; state[nb+1]
state[nb+1] ~ yo ~ tmpx; state[nb

ROT(state[j],
ROT(state[j],
ROT(state[j],
ROT(state[j],

1 ~ tmpy; state[j+nb
state[j+nb+1]

yo;
x0;

]

24); state[j] A= rc;
17); state[j] *= rc;
31); state[j] ~= rc;
16); state[j] ~= re;

]

state[j1;
state[j+1];
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L'implémentation des permutations

#define MAX_BRANCHES 8

#define ROT(x, n) (((x) >> (n)) | ((x) << (32-(n))))

#define ELL(x) (ROT(((x) ~ ((x) << 16)), 16))

// Round constants

static const uint32_t RCON[MAX_BRANCHES] =
OXB7E15162, OxBF715880, Ox38B4DAS6, 0x324E7738,
©xBB1185EB, Ox4F7C7B57, OXCFBFAICS, 0xC2B32930};

void sparkle(uint32_t *state, int nb, int ns)
{

E Taille vs. vitesse:
int i, j; // Step and branch (?unter ,
for(Lz ot <nep 1o 100 rouler/dérouler les
/[ counter addition

State[1] A= RCON[i%MAX_BRANCHES]; state[3] A= 1;
// ARXBox layer boucles
For(j = ©; J < 2%nb; j += 2) {

rc = RCON[j>>1];

state[j] += ROT(state[j+1], 31); state[j+1] A= ROT(state[j], 24); state[§] *= re; . , .

11 5= TGt 1, 10} statelya] <= orGeate ) 0; seten)] - v [ Une implémentation

tate[§+1] State[j+1] A= ROT(state[j], 31): state[j] A=
state[j] += RDT(State[]+1], 24); state[j+1] A= ROT(state[3],

/1 Linear layer

pour toutes les variantes
tmpx = x0 = state[0]; tmpy F yo = state[1];

16); state[j] A= rc;
For(j = 2; j < nb; j 4= -
tmpx A= state[j]; tmpy A= state[j+1];

, El Leslerstours de “Big"
tmpx = ELL(tmpx); tmpy = ELL(tmpy); . . by .
for G =2 3 ami e ) (o . sont identiques a “Slim”

state[j-2] = state[j+nb ] A state[j
z state[j+1];

] ~ tmpy; state[j+nb ]

state[j-1] = state[j+nb+1] A state[j+1] A tmpx; state[j+nb+1]

}
state[nb-2] = state[nb ] ~ x6 ~ tmpy; state[nb+1] = yo;
state[nb-1] = state[nb+1] ~ yo ~ tmpx; state[nb ] = xo;
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Nos Algorithmes

AEAD : Schwaemm-r-c

Name n r c k t s

Schwaemm-128-128 256 128 128 128 128 120

Schwaemm-256-128 384 256 128 128 128 120
Schwaemm-192-192 384 192 192 192 192 184

Schwaemm-256-256 512 256 256 256 256 248

Function de hachage: Esch d

Name n r c d

ESCH256 384 128 256 256

ESCH384 512 128 384 384
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Mesures d'efficacité (hachage)

https://rweather.github.io/lightweight-crypto/index.html
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Mesures d'efficacité (hachage)

https://rweather.github.io/lightweight-crypto/index.html

ESP-32 (32 bits)

Algorithm Hash Bits | 1024 bytes | 128 bytes | 16 bytes | Average
Xoodyak 256 0.35 0.33 0.73 0.47
Esch256 (SPARKLE) 256 0.38 0.34 0.64 0.45
GIMLI-24-HASH 256 0.35 0.29 0.50 0.38
SATURNIN-Hash 256 0.23 0.19 0.48 0.30
Esch384 (SPARKLE) 384 0.24 0.20 0.30 0.25
ASCON-HASH 256 0.19 0.16 0.25 0.20
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Mesures d'efficacité (hachage)

https://rweather.github.io/lightweight-crypto/index.html

ARM-M3 (32 bits)

Algorithm Hash Bits | 1024 bytes | 128 bytes | 16 bytes | Average
Esch256 (SPARKLE) (*) 256 0.89 0.78 1.50 1.06
Xoodyak (*) 256 0.71 0.65 1.43 0.93
GIMLI-24-HASH (*) 256 0.54 0.47 0.86 0.62
ASCON-HASH (*) 256 0.51 0.41 0.63 0.52
DryGASCON128-HASH (*) | 256 0.29 0.29 0.88 0.48
Esch384 (SPARKLE) (*) 384 0.45 0.37 1.50 0.47
SATURNIN-Hash 256 0.24 0.20 0.49 0.31
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Mesures d'efficacité (hachage)

https://rweather.github.io/lightweight-crypto/index.html

Algorithm Hash Bits | 1024 bytes | 128 bytes | 16 bytes | Average
Esch256 (SPARKLE) 256 1.90 1.65 2.23
GIMLI-24-HASH 256 1.29 1.06 1.76 1.37
Esch384 (SPARKLE) 384 1.20 0.96 1.48 1.21
SATURNIN-Hash 256 0.94 0.77 1.86 1.19
Xoodyak 256 0.92 0.83 1.83 1.19
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Mesures d'efficacité (hachage)

https://rweather.github.io/lightweight-crypto/index.html

Algorithm Hash Bits | 1024 bytes | 128 bytes | 16 bytes | Average
Esch256 (SPARKLE) 256 1.90 1.65 2.23
GIMLI-24-HASH 256 1.29 1.06 1.76 1.37
Esch384 (SPARKLE) 384 1.20 0.96 1.48 1.21
SATURNIN-Hash 256 0.94 0.77 1.86 1.19
Xoodyak 256 0.92 0.83 1.83 1.19

m Sur plate-forme 32-bit, Esch256 et Xoodyak sont en téte.
m Sur AVR 8-bit AVR, Esch256 est loin devant!

m Compromis sécurité/performance : Esch256 vs. Esch384
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Conclusion

Merci!
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