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Differentials [BS91]
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Expected Differential Probability

1
EDP(Do, A) 1= > P(K, Ao, A)

KeFy

Stochastic equivalence : VK, P(K, Ao, A,) = EDP(Ap, A,)
Round keys are independent and uniformly distributed

Dominant trail: the probability of the differential is close to the probability of the
most probable characteristic.
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Validity of these assumptions

m For the DES, EDP = 274722 but equal to 274316 for some keys and 279516 for
other keys [Knu93].

m Good approximation when the key-schedule is complex.

Validity for lightweight designs

In MIDORI64, for some weak keys there are characteristics of probability > 2732 for
any number of rounds.
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A framework to study fixed-key behavior [BR22]

Quasi-differential framework

m Analyzes the fixed-key behavior of differential characteristics.
m Stochastic equivalence and independence of the keys are not needed.

m Lots of characteristics found using the usual assumptions are in fact invalid.

Drawback

Matrices of size 22”7 x 22" hence computation infeasible in general.
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Generalization of planar pairs : [DR07]

Super planar pairs

(a, b) is a super planar pair for an Sbox S if

{ (5&)) | S(x) + S(x + a) = b}

is an affine space.

Remark
If #{x | S(x) + S(x + a) = b} € {2,4}, (a, b) is super planar.
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Our starting point

Consider a SPN consisting of r rounds with linear layer L and a non-linear layer which
applies S in parallel.
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Our starting point

Consider a SPN consisting of r rounds with linear layer L and a non-linear layer which
applies S in parallel.

Theorem

Let A be a differential characteristic such that, for each intermediate Sbox, the pair
(input difference, output difference) is super planar. Then :

P(K,A) = po x 29mW) if K € ¢ + Wt
7710 otherwise

m po is the probability that we obtain using the usual assumptions.
s WcC Fg(r_l) is a vector space depending on A, L and S.

m ¢+ W is an affine subspace whose linear part is W-=.
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Confirming known (but surprising) results

m MIDORI64 is a light-weight block cipher proposed by [BBIT15]

m Linear key-schedule

Baudrin et al. proved the following result using commutative cryptanalysis.

Proposition [BFL23]
Let Ap € {0xa,0xf}1® and K; € (0x2,0x5,0x8)!°. Then for any r,

Z IP)(K7A07Ar) > 2716

A, €{0xa,0xf}10

Our framework allows us to confirm and extend this result.
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How it really behaves
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All characteristics are valid for the same keys !
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m Our work gives a partial answer.

Some more applications

m The result holds for modified MIDORI64 with non-involutive Sboxes.
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Conclusion

m Analyzing the fixed-key behavior is crucial ... but difficult in general

m Our work gives a partial answer.

Some more applications

m The result holds for modified MIDORI64 with non-involutive Sboxes.

m Our framework confirms a similar result on SCREAM.

Thank you for listening !
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